
 

APPENDIX D:  
ELECTRONIC MOC APPLICATIONS 

With today’s prevalent use of computer systems and their continuing 
evolution as an essential business tool, many companies are choosing to 
convert their paper-based management systems to computerized systems. 
Electronic MOC (eMOC) systems offer a significant opportunity to improve 
the performance and efficiency of an active MOC system. However, 
improperly executed eMOC projects can set MOC practices back years in 
terms of decreased performance. 

D.1 BACKGROUND 
Companies considering the adoption of eMOC generally start from one of four 
initial conditions: 

No MOC system exists. The facility is starting from scratch and develops 
its MOC procedures and work flow while implementing eMOC. 

A paper based MOC system exists. A company wants to transition from a 
paper based system to an eMOC system, probably due to being overwhelmed 
by MOC activity, increasing backlog, and unreliable results and follow-
through. 

An e-mail based MOC system exists. The facility has gone part of the 
way: it has a paper based system, but it passes the paper along electronically 
via e-mail attachments. In some cases, MOC training may be conducted/ 
managed through the same e-mail system. 

A failed eMOC system needs to be revived or replaced. A previous 
attempt to implement an eMOC system failed, probably because personnel did 
not have access to or did not follow the type of advice presented in this 
appendix. The company wants to try again. 
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No matter what the starting point, the business decision to computerize an 
MOC system should address two issues: 

 
1. Decide to improve MOC performance, efficiency, or both by moving 

from a paper-based MOC system to an eMOC system. 
 

The major advantages of an eMOC system involve tracking, documentation 
and compliance, automatic routing, and automatic reminders. By automating 
these functions, the chances for human error can be reduced. Furthermore, 
developing an eMOC system can provide the opportunity to standardize the 
MOC process, which offers more room for improvement. Also, collecting data 
is much easier with an electronic system, and using measures and data to 
manage and improve the system is also simpler. An electronic system can also 
aid assessments and auditing. 

The primary challenges of implementing an eMOC system concern issues 
relating to technology (hardware/software considerations), training, and 
communications. Going from a paper based system to an electronic system is a 
major shift, and it can disrupt normal communication patterns in unexpected 
ways (especially if people depend upon meetings and other face-to-face 
communication as they did under the old system). Table D.1 lists some 
benefits that are typically anticipated when deciding to implement an eMOC 
system. 

 
2. Determine whether the new eMOC system should be developed in-

house or through the purchase of a commercial product.  
 
In-house development of eMOC systems may be attractive to companies 

that are experienced in developing web-based or server-based software 
applications.  Creating the application internally has the following advantages: 
 
• Personnel are very familiar with company/facility MOC needs 
• Can dovetail eMOC system more easily with existing applications 
• Internal personnel are available to consult with plant personnel if 

modifications/upgrades are needed 
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TABLE D.1.  Anticipated Benefits of Choosing the eMOC Approach 
• More dependable work flow with programmed feedback loops and recycle of 

reviews/authorizations  
• Improved communications flow, tracking and automatic routing, less bottlenecking, 

automatic reminders 
• Reliable records, archiving of approvals, documenting accountability 
• Electronic time stamps to prevent postdating of approvals or sign-offs or writing 

MOCs after the fact 
• Less need for meetings of MOC reviewers – compensate using virtual/net meetings 
• Ease of use, faster reviews/approvals, potentially more cost effective 
• Easier auditing/metrics generation 
 
However, for many companies, the internal resources needed to build an 
eMOC application either do not exist or are insufficient; therefore, the decision 
is made to purchase a commercial product.  Even if resources are available to 
design and build a custom eMOC application, careful consideration should be 
given to future system maintenance needs prior to embarking on eMOC 
application development. 

Whether developed in-house or purchased, however, the process for 
implementing the application is the same. One cannot simply take a work 
process based on a paper system and apply it to an electronic system. If this is 
attempted, the company will end up with a manual system that resides on the 
computer without any of the anticipated business improvements. The resulting 
system will simply serve as a way of easily accessing the required forms. An 
effective eMOC system has no forms to download and stores the information 
in a database. 

D.2 DESIGN CONSIDERATIONS 
Several important considerations exist for those interested in either internally 
developing their own eMOC system or purchasing one from a commercial 
vendor: 

 
• Standardization versus the flexibility to account for differences in 

manufacturing areas.  Software applications have the advantage of 
ensuring that the appropriate MOC workflow is used each time an MOC is 
reviewed/approved.  If a plant needs different approaches to be used in plant 
areas, the software can be programmed to recognize and implement these 
different MOC review protocols.  However, the more variety that exists in 
MOC protocols, the more tedious it is to control the implementation of 
eMOC systems. 

• Layers of protection in MOC approval workflow versus ease of use. 
Various confirmation steps can be included to add layers of protection in the 
MOC review/approval process, but these also complicate the process and 
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make it more difficult to use. This is analogous to implementing electronic 
process control systems. In a digital electronic control system, alarms are 
easy to implement (compared to an old analog control system); so putting 
alarms on everything can be tempting. However, if this is done, the operator 
can suffer from alarm overload and miss the critical ones. 

• Streamlining work flow steps. Work flow steps are needed for critical tasks. 
However, a separate work flow step for each task may make the process too 
complicated. One solution is to combine several tasks into one work flow 
step, assuming that one person (such as the originator) can be assigned 
responsibility for getting those tasks done (although this person doesn't 
necessarily have to perform all the tasks). Another streamlining option is to 
simply notify appropriate personnel about a change rather than including 
this as an actual work flow step. Generally, a simpler work flow process in 
which some tasks are performed "off-map" may be better received. 

• The role of the originator. Giving the originator responsibility for more 
tasks keeps him or her involved in the MOC process, but also requires more 
of his or her time. Also, the originator may not be an expert on the MOC 
process. Alternatively, responsibility for some of the steps can be given to a 
central coordinator or coordinators who are experts on certain aspects of the 
MOC process. However, these people will probably be less knowledgeable 
about the details of the request. 

• How detailed to make the checklists. A more detailed checklist has the 
advantage of reducing the chance that an important consideration will be 
overlooked (in other words, the process is less dependent upon the expertise 
of the user). However, a more detailed checklist has the disadvantage of 
requiring more time to complete. 

• Making the system flexible enough to handle the many different types of 
changes. This can possibly be managed through a combination of 
mandatory and optional work flow steps. For very simple and lower-risk 
changes, some work flow steps may not be needed and can be skipped, 
resulting in a simplified work flow. 

• Simplicity versus functionality. The MOC system should be as user friendly 
as possible. The ideal is to have an electronic fill-in-the-blank form and to 
give those performing the work flow tasks only the information they need 
(i.e., not overwhelming them with extraneous information). Also, the 
system should be intuitive, thereby not requiring a high level of computer 
expertise to use it. If the eMOC system is more difficult to use than the 
paper based system, people will resist using it, even if they see the 
advantages. Special consideration should be given to the casual user who 
may access the system only occasionally or who may have a limited role 
within the system, such as reviewer or approver. 

• Ability to attach supporting documents that can be quickly displayed.  
Some plants have change types that require extensive backup analysis 
documentation and data.  In these situations, the eMOC system should be 
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capable of associating these documents and data with the MOC review form 
as it goes through the eMOC workflow.  At various stages, more records 
may be appended to the MOC record, and these documents must all be 
accounted for in archiving the MOC results. 

• PC-based vs. LAN-based vs. internet-based.  Some plants may have a 
preference for the computer platform/environment upon which to 
implement the eMOC system.  The selection of the platform should 
anticipate the rate of use, speed, and resource requirements of the 
anticipated computer environment. 

 
If a commercial product is chosen, additional factors should be 

considered. Many commercial products incorporate more than just an MOC 
application, so every effort should be taken to understand not only what is 
included in the product, but also how each module of the MOC application 
interfaces with the others. 

Other critical considerations are: how compatible the commercial MOC 
application is with existing systems and how easy it is to adapt to changes in 
other systems. For example, the MOC application will need to interface with 
the existing work order system and engineering applications. In order to ensure 
the effectiveness of the eMOC application, functional and technical 
specifications will need to be developed. 

How data will be filed and retrieved is an important consideration. Data 
are best stored in a single location, such as a database, so that they can be 
automatically filed and easily retrieved. This limits where data can be stored 
and ensures that data are not misfiled or lost. This also provides a robust audit 
trail. Therefore, system designers should determine which data are mandatory 
and which are optional so that necessary data are available when queried. 

Another consideration is the use of electronic signatures for approvals. 
Appropriate levels of security can be built in to ensure that the appropriate 
authorization has been granted without obtaining hard-copy signatures. If a 
facility chooses not to have this feature, then some form of hard copy will be 
required and this will need to be included in the specification. 

How MOC data will be routed and tracked also needs to be addressed. The 
most convenient method is by automatic e-mail alerts to those who need to 
work on, review, amend, or approve a specific change. Also consider 
including a status tracker in the system so that, at any point in time, the 
originator can find out where a specific MOC is within the process. 

D.3 BUILDING AN eMOC SYSTEM 
If a company decides to build its own eMOC system, the following general 
eMOC implementation steps should be considered: 
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Step 1:  Design the work flow 
Step 2:  Develop a functional work scope 
Step 3:  Build the prototype 
Step 4:  Conduct multiple tests 
Step 5:  Make final revisions 
Step 6:  Conduct training 
Step 7:  Roll out the system and provide support 
 

Step 1: Design the work flow 
The work flow needs to accomplish two things: (1) it should identify each step 
in the process and (2) it should show how each step is linked to the next 
through a go/no-go path. 

Start by identifying each basic step in your work flow; determine why it is 
necessary and ensure that it is linked appropriately. Figures D.1 and D.2 
illustrate generic MOC work flows (simple and detailed, respectively). 

 
Step 2: Develop a functional work scope 
The key to developing a good functional work scope is to first develop clear 
definitions if they do not already exist. For example: Will the application be 
used for non-engineered changes, such as administrative, organizational, and 
personnel changes? Also, will the eMOC system be applied to any change 
within these categories, or just for critical positions or personnel? Clearly 
defining the types of work activities that would not be considered changes is 
also important. This ensures that personnel will understand the circumstances 
under which to initiate an MOC. 

Developing a functional work scope provides the application designer 
with a detailed blueprint of the needs and expectations for the application. 
Specific information is required for each segment of the work flow. For 
example, for the segment “Open MOC”, the issues listed in Table D.2 would 
apply. 

Whether a company is building the application in-house or using a 
commercial application, developing a functional specification is a critical step. 
Most commercial applications are adequately robust and have been designed 
to allow customization to fit a company’s business language and work flows. 
Commercial applications have generic, universal work flows and templates 
that can be used. However, some established work flows may have to be 
altered to fit the application. 
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FIGURE D.1  Simple Generic MOC Work Flow 
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FIGURE D.2  Detailed Generic MOC Work Flow 
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TABLE D.2.  Open MOC Template 
Field Description 

Originator name Text box 
Department Pick list (data table) 
MOC number Application generated 
Date Automatic 
Change category  Pick list (data table) 
Change type Pick list (data table) 
Brief description Text field 
Pre-approver name Data table 
E-mail approver Automatic by system 

 
The process should be designed to ensure that appropriate communication 

takes place among key participants, which includes those doing field 
validations and those who should be notified of a change. This will provide the 
developer with enough information to build templates for review. Critically 
review these templates and make any required changes at this point. Having 
sufficient rigor in design reviews at this stage will reduce recycling in future 
steps. 
 
Step 3: Build the prototype 
At this stage, the application developer will ensure that all of the fields on each 
template function correctly and that the application is user friendly. Engage 
personnel who will use, review, and critique the application. At this stage, 
wording choices and data field order are often changed to eliminate confusion 
or multiple interpretations. 

 
Step 4: Conduct multiple tests 
This step is accomplished by having a number of users test the application, 
ensuring that all types of users are represented. Generally, users fall into one 
of three categories: 

 
• Power users. Those who will use the application frequently and are in 

the best position to judge its effectiveness and functionality. 
• Casual users. Those who will use the application occasionally and will 

need reminders on how to use it. 
• Approvers. Those who will use only one aspect of the application. 
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Have each tester follow the process by entering data and putting the 
application through its paces; ensure that users test each function. Have each 
user provide both positive and negative feedback. 

 
Step 5: Make final revisions 
Use the test feedback to make final adjustments to the application before it 
goes into production. If a commercial product is being tested, this stage is 
where any compatibility issues with existing applications will need to be 
discovered and addressed before the system is rolled out. This step verifies 
that the application will work as specified. 
 
Step 6: Conduct training 
Don’t underestimate the amount of training that will be required. First, identify 
the extent of the target learner’s knowledge of the eMOC system, its purpose, 
and how it is used. Then build the appropriate training. Two levels of eMOC 
training will be needed: (1) awareness training for all personnel on the system 
and its application and (2) specific training on its use. 

Training should be conducted on computers, allowing each participant to 
actually use the application. This may involve a number of activities. For 
example, the approvers of changes are generally managers who won’t want to 
sit through training on how to use the entire application. They will need a 
more targeted training program that meets their specific needs. Include 
training for the help desk personnel or other support staff. All training should 
be conducted before the application is rolled out. 

 
Step 7: Roll out the system and provide support 
Use the company’s current process for introducing new software and 
communicate that the eMOC system is now available. Emphasis should be 
placed on system support, as there will be lots of questions from users once the 
application is rolled out. 

D.4 PURCHASING AN eMOC SYSTEM 
If a company decides to purchase an eMOC system, it should start by 
developing a technical specification outlining the needs and constraints for the 
system. Depending upon internal policies, a company might either 
(1) purchase the software and then perform its own installation or (2) purchase 
the software from an application service provider (ASP). In either event, the 
application should be compatible with the company’s specific hardware and 
other systems. Table D.3 provides some questions that should be asked when 
developing a technical specification to provide to a potential commercial 
product supplier. 

 



APPENDIX D 143 

Providing the following information is essential when requesting 
information from potential MOC software suppliers: 
 
• Detailed description of the application package(s), focusing on core 

functions. Include discussion of any third-party application tools that are 
being recommended to address both functional and technical 
requirements. 

• High-level project plan based on estimated resources assigned to the 
implementation project, accompanied by a description of the defined 
roles and the skills required for each role (including client involvement) 

• Description of the network, server, desktop, and architecture, if the 
vendor concludes that an alternate technical architecture is required to 
support the package(s) 

• Detailed cost estimates for the implementation project 
• Cost estimates of hardware upgrades, replacement, or additional 

components necessary to enable implementation of the application 
• Cost estimates and timelines for technical and user training 
• Cost estimates for optional enhancements recommended by recipient 

vendors 
• Estimates of how and within what time frame each phase of the project 

would be implemented, broken down by subcomponent 
 

Many factors affect the success of selecting eMOC software from a 
supplier: 
 
• Cross-functional design team, including representatives from all key 

areas and a project manager to lead the team 
• Management support, including line management and a steering team at 

the appropriate senior management level 
• Objectives and performance measures agreed upon before the design 

process starts 
• Data from the pilot tests used to make modifications before the tool is 

implemented across the board in manufacturing processes 
• Core group of knowledgeable trainers 
• Startup support 
• Implementation coordinator named for each major area (site/division), 

whose duties include involving all appropriate area personnel and 
scheduling the training 

• Investigation of technical considerations up front for both software and 
hardware to identify the most appropriate platforms and potential 
pitfalls 

• Assignment of sufficient information technology resources 
• User-friendly design requiring minimum workload 
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Table D.3 provides a checklist of issues to consider when developing a 
technical specification for use in eMOC software selection. 

 
TABLE D.3.  Questions to Address When Developing a Technical Specification 

No. Question Musts Wants 

1. 
Does your organization provide onsite support 
during implementation and deployment of the 
MOC application? Do you have a standard plan? 
Please provide some detail. 

  

2. Do you provide training for system 
administrators?     

3. What user training do you offer? Please describe 
the types of training available.   

4. 
Do you provide data integration services to tie 
your application into existing in-house 
information systems? What resource base do you 
have to provide this service? 

  

5. How do you integrate and/or customize existing 
content onto your product platform?   

6. Are you having “help” options built in?   

7. 
Do you provide technical support for your 
application? Please explain how this is 
accomplished. 

  

8. Does your application retain any history? How is 
this accomplished?     

9. How do you license your product (ASP versus 
local server installation)?   

10. 
Does your product provide templates for content 
development? Please describe to what extent. Is a 
third-party template available for the tool? 

  
11. How are risk assessments facilitated?     

12. 
During the past 2 years, what has the frequency of 
maintenance service been for upgrades and 
revisions?   

  

13. Please describe any broadcast-messaging features. 
Does the product generate open action reminders?   

14. 
Does your product have the capability to produce 
a range of standard and ad hoc reports? What are 
they?   

  

15. To what extent can additional standard reports be 
created without programming skills?   

16. 
Are NT, UNIX, and server base solutions 
required? Can the application be installed in an 
Oracle (or other) database environment? 

  

17. 
Does the application use an open platform 
whereby all IT infrastructures are supported and 
integrated? Are there any limitations? 
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TABLE D.3.  Questions to Address When Developing a Technical Specification 
(cont’d) 

No. Question Musts Wants 

18. 
To what extent can you provide connectivity to 
third-party systems/products?     

19. What are the connectivity options?   

20. Is the application supported in Internet Explorer?   

21. What intranet, Internet, or portal environments are 
supported? Are there any restrictions?     

22. Which databases do you support and which 
database is your application built on?   

23. Will your product work with our company’s 
existing PCs?   

24. Is any software installed that would limit data 
access?     

25. Can multiple users make concurrent updates? Are 
there any restrictions?   

26. 
Does your product provide user-based and file-
based access control (for security purposes)? 
Please provide some detail. 

  

27. 
Does your product have any features to facilitate 
searches? Is it possible to enable or include a 
feature for key word searches for content? 

  

28. 

Does your product have any other key features 
related to management of change that are not 
addressed by these questions? If so, please 
specify. 

  

 
An important consideration during rollout of the eMOC system is ensuring 

proper communication among key participants. As previously noted, going 
from a paper based system to an electronic system is a major shift, and it can 
disrupt normal communication patterns in unexpected ways (especially if 
people depend upon meetings and other face-to-face communication as they 
did under the old system). Reviewing documents (possibly including 
drawings) on a computer instead of on paper also requires a significant 
adjustment. The plan to ensure proper communication could include 
continuing with face-to-face meetings, unless they are definitively shown to be 
unnecessary. In other words, don’t assume that the electronic system will take 
care of all needed communication. 

A plan should be in place for ongoing management and continuous 
improvement of the eMOC system after it has been implemented. An 
individual (or a position) should be assigned as owner of the system, and the 
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management plan should include appropriate training and performance 
measures.     

Table D.4 lists a number of other factors that should be addressed to 
ensure success. 

 
TABLE D.4.  Other Important Issues Related to eMOC Systems 
• Communication/integration with all electronic systems (e.g., e-mail and other 

administrative systems).  The eMOC application should not stand alone 
• Level of integration when considering off-the-shelf software 
• Workforce training issues (e.g., computer accessibility and literacy) 
• System dependability (e.g., backup servers, data links, emergency procedures) 
• Types of eMOC systems (e.g., off the shelf, electronic data management system 

(EDMS) based, custom developed) 
• IT infrastructure environment (i.e., PC based, client server based, or Web based) 
• Design parameters (considered up front), such as rate, volume, types of DCSs, EDMS 

capability, and speed 
• Verification/improvement of MOC work flow throughout the process (will fail if 

people see it as a bottleneck rather than a tool) 
• Access control, passwords, communications, and sign-offs (electronic signatures) 
• Multiple databases and hard-copy backup of records when archiving 
• Tracking of initial and long-term time investments (prove benefits verses long-term 

monitoring of efficiency 
• Pilot tests (e.g., table top, full exercise, full feature) 
• Adequate training prior to rollout 
• IT department involvement from the beginning (even if IT personnel are not 

developing/customizing it) 
• Involving a range of users (not just senior management) from the beginning (consider 

establishing a user steering committee) 
• Geographical and cultural considerations (e.g., multiple domestic sites, multiple 

international sites, multiple languages) 
• Level of computer access granted to contract employees 
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